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‘AI is a technology for solving problems and performing
tasks, not as some kind of Frankenstein’s monster’
Luciano Floridi (2021)

Trustworthy Artificial Intelligence
General approach in Horizon Europe

Technical Robustness of
AI* will be evaluated
during the scientific
evaluation.

All ethical aspects related to the
development, deployment and
use of AI system/techniques are
evaluated during the Ethics
review process.

*Technical robustness refers to technical aspects of AI systems and development, including resilience to
attack and security, fullback plan and general safety, accuracy, reliability and reproducibility.

AI : Addressing ethics issues in Horizon Europe

Applicability
Activities involving the
development, deployment
or/and use of AI based
systems or techniques;
All issues related to the
involvement of humans, data
protection, safety and
environmental impacts etc.
are addressed in the
respective sections.

Key expectations:
•Specific ethically-focused
approach covering the
development, deployment
and post-deployment
phase;
•Any development/use of
AI systems /techniques
should be clearly described
in the project.

Based on:

Peculiarities:

•

EU Charter of
Fundamental rights;

•

•

Ethics Guidelines for
Trustworthy AI, EC
Independent High
Level Group on AI.

The manner in which an AI
solution is deployed or used
may change the ethical
characteristics of the system;

•

Not fully developed legal
framework;

AI : Addressing ethics issues in Horizon Europe
General approach
Some types of objectives, methodologies, system architecture or
design may be inherently problematic, such as AI systems that risk
to:
 limit human rights, subordinate, deceive or manipulate people, violate
bodily or mental integrity, create attachment or addiction, or hide the
fact people are interacting with an AI system
 cause people to be disadvantaged socially or politically, reduce the
power that they have over their lives, or result in discrimination, either
by the system, or by the way it will be used
 cause people to suffer physical, psychological or financial harm, cause
environmental damage, or significantly damage social processes and
institutions (for example, by contributing to misinformation of the public).

Ethically sound AI: from values to requirements
Human agency and oversight
AI systems must support human autonomy and decision making, enabling users to
make informed autonomous decision.

- Prevent possible limitations on human rights and freedoms;
- Not designed in a way that may lead to objectification, dehumanization, subordination,
discrimination, stereotyping, coercion, manipulation or creation of attachment or addiction.

In case the AI based system/technique can interact, replace or influence human decision-making
processes, the applicant must provide:
1) detailed explanation on how humans will maintain meaningful control over the most important aspects
of the decision-making process;
2) explanation on how the presence/role of the AI will be made clear and explicit to the affected
individuals.

Ethically sound AI: from values to requirements
Privacy and data governance
AI systems must guarantee privacy and data protection throughout the system’s
lifecycle

- The principles of privacy by design and by default must be taken into account in the
process of designing, developing, selecting and using AI;
- Data minimisation and data protection should never be leveraged to hide or obscure
bias, and these should be addressed without harming privacy right.

All relevant data protection requirements should be included in the data protection section.

Ethically sound AI: from values to requirements
Transparency
All data sets and processes associated with AI decisions must be well
communicated and appropriately documented.

- Ensure that people are aware they are interacting with an AI system and are
informed about its abilities, limitations, risks and benefits;
- The manner in which information is provided should not depend on particular
educational backgrounds, technical knowledge, or other skills which cannot be
assumed of all people.
- Explanation as to how the participants and/or end-users will be informed about:
1) their interaction with an AI system/technology (if relevant);
2) the abilities, limitations, risks and benefits of the proposed AI system/technique;
3) the manner in which decisions are taken and the logic behind them (if relevant);
- Detailed explanation on the potential ethics risks and the risk mitigation measures.

Ethically sound AI: from values to requirements
Fairness, diversity and non-discrimination
Inclusion and diversity should be enabled during the entire life cycle of the AI system.

- AI systems must be designed in a way to avoid bias in both input data and algorithm
design.
- The systems should be able to prevent potential discrimination, stigmatization or any
other adverse effects on the individual related to the use of the developed/deployed AI
system/technique.

- Detailed explanation of the measures set in place to avoid potential bias, discrimination and
stigmatisation.

Ethically sound AI: from values to requirements
Societal and environmental well-being
Any possible risk of harm to the individual, society and environment must be
avoided.

- The AI system must not reduce the safety and wellbeing of the individuals, society
and the environment;
- Whenever relevant, the safety of the developed/used systems must be demonstrated
in the project proposal.

- Justification of the need for developing/using this particular technology;
- Assessment of the ethics risks and detailed description of the measures set in place to
mitigate the potential negative impacts during the research, development, deployment and
post-deployment phase.
- Algorithmic impact assessment/human right assessment (in particularly serious cases).

Ethically sound AI: from values to requirements
Accountability
Appropriate mechanisms should be set in place to ensure responsibility for the
development, deployment and/or use of AI systems.

- AI systems should be developed in a way that enables human oversight (human-inthe-loop, human-on-the-loop, human-in-command), traceability and auditability.
- Whenever possible, explanation on how decisions are taken by the developed/used
AI along with the logic behind it should be provided to the users.

- Detailed risk assessment accompanied by a risk mitigation plan (if relevant). These must
cover the development, deployment and post-deployment phases.

AI : Addressing ethics issues in Horizon Europe
General approach

Ethics advisor/mentor
The involvement of an ethics
advisor/mentor with appropriate expertise in
ethics of new and emerging technologies is
highly recommended for projects which may
raise significant ethics risks.

Thank you
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